Cross Gates & District Good Neighbours’ Scheme CIO
Working with and for older people

ICT Usage Policy
1. Introduction
The UK General Data Protection Regulation (GDPR) governs the way in which personal information about individuals, whether held digitally or in a manual filing system, is subjected to any processing operation, including collection, storage, use, disclosure, retention and destruction.

At Cross Gates & District Good Neighbours’ Scheme CIO (CDGNS) we have a duty to protect all personal sensitive information, and to ensure it is used fairly, lawfully and transparently to comply with the GDPR and other related legislation.
This Policy sets out guidelines for the usage of information and communications technology (ICT) at CDGNS and the type of behaviour that is acceptable. This includes all work-related communication, including telephone calls, text messages, emails and contributions to social media websites and internet-based applications. This guidance and applies to all Trustees, staff and volunteers, who are expected to take a professional and responsible approach to the use of ICT.
CDGNS may provide service users with equipment for home use for digital inclusion, familiarisation or training purposes. Those who accept this service must adhere to this Policy. When equipment is returned to CDGNS after such home use, its browsing history and memory will be securely wiped without prior inspection.

This policy must be read in conjunction with the Password Procedures for information security.
2. General
2.1. Computer usage

All IT equipment provided to you is for your sole use. It remains the property of CDGNS and you may be required to return it at any time. You must not allow it to be used by anyone else or use it to carry out a third party’s instructions.
All are expected to take care of any hardware, to ensure it is transported safely and to be careful when eating or drinking in the vicinity of personal computers (PCs) including desktops, laptops and similar devices.

The purchasing and disposal of computer equipment and software is the responsibility of the Chief Executive Officer and IT Consultant to ensure that there is a complete record of purchase and disposal of all software for CDGNS, and that all software is legal, doesn’t contain any viruses or other malware and can be supported.

Any use of additional hardware such as speakers or compact disc (CD) writers should be in line with this policy and agreed with the Chief Executive Officer.

Any IT equipment that is damaged or no longer required should be returned to CDGNS to be securely disposed of. Do not use IT equipment that is damaged.
Health & Safety considerations for working at computer workstations are covered in the CDGNS Health & Safety Policy.

2.2. Software installation

All software installation must be approved by the Chief Executive Officer; it should be licensed to operate and must be standardised. You must not attempt to change, alter or delete the software or the configuration of the software installed on your computer. CDGNS will remove software that is unregistered or unlicensed.

You must not load personal or unsolicited software (including software downloaded from the internet, shareware and freeware) onto CDGNS IT equipment.

Illegal reproduction of software is an offence and can be subject to both civil damages and criminal penalties. Where any criminal activity is suspected, CDGNS will refer the matter for investigation by the appropriate authorities.

2.3. File management

All CDGNS related business files and documents including electronic information must be stored on the CDGNS secure network. The Office Manager and individual Project Workers are responsible for co-ordinating file management. Documents are stored on the CDGNS database and not on PCs. If you are unsure as to what level of security a file or document has, you should check with your manager before saving the information to the network. Do not use your computer hard drive (C drive) or a USB stick to store CDGNS data.
The management of any personal identifiable data is covered in the CDGNS Data Protection Policy.

2.4. Removable media and transfer of data
Data transferred from CDGNS computers to encrypted removable media is logged and may be audited.

Where possible, you should avoid using removable media unless it is to support CDGNS business. To reduce the risk of data loss, theft and electronic corruption, when using removable media to transfer or temporarily store CDGNS data, you must:

· Use encrypted removable media for all CDGNS information if it is personal data and/or confidential information.
· Use only removable media that is of a reputable make and can be encrypted before use by the CDGNS security system.
· Not use a personally owned USB data stick for transferring CDGNS data.
· Retain a copy of the file or data on the CDGNS network drive until the data transfer via removable media to the destination system is complete.
· Any information transferred using removable media should be the minimum necessary to achieve the objective and be deleted from the removable media immediately after use.
Removable media that is no longer required must be returned to your manager for secure wiping and reallocation or disposal.

Transfer of data must be secure. It is not acceptable to send unencrypted personal data to internet/cloud based file sharing tools or services or any other systems that allow unencrypted data to pass over the internet.

If you need to transfer large quantities of data or large numbers of files, you should do this electronically using secure IT networks to transfer the data. If there is a secure network connection between CDGNS and the receiving organisation, this secure network must be used to transfer the personal data.

If recipients do not have access to a secure network, then CDGNS will use either a secure email method to send emails where there is personal data or secure recorded mail using an encrypted USB data stick.
Internet cloud storage such as Drop Box, Microsoft’s OneDrive, Yammer or Slack can be used on an exception only basis after approval from your manager and validation the IT consultant for sharing non-personal data only. Personal data must not be shared in this way under any circumstances. Staff must be aware that this type of cloud storage is unmetered and not protected and may reside outside of EU boundaries. CDGNS must sign up and adhere to the supporting governance that enables this facility to be used.

2.5. Use of USB flash drives
No device or equipment may be used or connected to CDGNS computers or portable devices. This includes any USB flash drive, MP3 or similar device, camera or telephone. It also includes use of the USB port, blue-tooth connection port or any other port by staff and volunteers. Any staff needing to work at home should ask for a remote connection to be set up or use email to send documents.
3. Email
3.1. Work-related email
All emails sent to conduct and/or support official CDGNS business must be from a CDGNS email address or CDGNS approved secure email for example NHSmail. You must not use your CDGNS email address for any non-CDGNS business or personal activities e.g. subscription to personal social media websites and internet applications, holiday booking or personal purchasing websites etc. These are examples only and not an exhaustive list.

All official email from a CDGNS email address to an address that is not a CDGNS email address (external email) must carry a disclaimer:
This message may contain confidential information. If you are not the intended recipient please inform the sender that you have received the message in error before deleting it. Please do not disclose, copy or distribute information in this email or take any action in relation to its contents. To do so is strictly prohibited and may be unlawful. Thank you for your co-operation.

Emails sent internally between CDGNS email addresses and held within the same network are deemed to be secure. Emails sent outside the organisation are not secure and you should check this before sending the email. Emails can travel through internet systems outside the control of CDGNS and could be intercepted or lost and copies of emails may be left on uncontrolled systems. Therefore, personal information must not be sent if the network is not secure.
You must not automatically forward emails, always check before you do this.
All staff are to use an agreed signature. Use appropriate etiquette: Dear rather than Hi when writing to external contacts unless they have used Hi first. Best Wishes and Kind Regards are acceptable endings.

3.2. Personal use

Personal emails should not be sent from the work address. It is acceptable to use personal web mail addresses to send emails, however these should only be sent at lunch or during an appropriate break time. Inappropriate use of technology within CDGNS is in breach of this policy could result in serious disciplinary action under the Disciplinary Policy.
4. Clear Desk and Clear Screen Policies and Procedures
CDGNS is committed to secure policies and practices, and has implemented these policies to increase physical security.

At the end of the working day or when leaving the office for a major part of the day, all employees are expected to tidy their desks of paper and any files with personal information in them. This is to ensure all sensitive and confidential information, whether it be on paper with any personal data on it, stuck to screens or notice boards, a storage device, or a hardware device is properly locked away or disposed of when a workstation is not in use. This will reduce the risk of unauthorised access, loss of, and damage to information during and outside of normal business hours or when workstations are left unattended.

CDGNS will ensure that lockable storage or filing cabinets are available for this purpose which should be locked overnight.

This policy sets out the basic requirements for keeping a clean workspace, where sensitive and confidential information about employees, trustees, members, volunteers, visitors, contractors and partner organisations must be kept secured.

These policies applies to all permanent, temporary and contracted staff and with respect to workspaces that are shared with others. They should be read in conjunction with other information governance policies, procedures and guidance.

4.1. Clear desk policy and procedures
Go through the things on your desk to make sure you need them and dispose of what you don’t need. Make sure all sensitive and confidential paperwork is removed from the desk and locked in a drawer or filing cabinet. Sensitive information may be left out for short time, provided those present are authorised to view the information. Otherwise, it should be removed from view or secured appropriately. This includes all removable computer media, including CDs, DVDs, digital storage media and drives. Blinds or PC/laptop screens shall be closed, information boards or any protectively marked or sensitive information shall be positioned so it cannot be viewed by a passer-by. Personal confidential information must be locked away when not in use and never left unattended. Computer workstations/laptops must be locked (logged out or shut down) when unattended and at the end of the work day. Portable devices like laptops and tablets that remain in the office overnight must be shut down and stored away. Mass storage devices such as CD, DVD, USB drives, or external hard drives must be treated as sensitive material and locked away when not in use.

This policy covers areas such as meeting/function rooms. Confidential documents should never be left unattended, and flip charts and whiteboards are no different.

Work with electronic documents whenever possible: “do you need to print it?” Do not print off emails to read them. Consider scanning paper items and filing them in your computer straightway and put hardcopy in designated confidential waste bins or shred it immediately.
Ensure documents are disposed of securely. All waste paper that contains sensitive or confidential information must be placed in designated confidential waste bins or shredded; never place such information in regular waste paper bins. If you are unsure of whether a duplicate piece of sensitive documentation should be kept, it will probably be better to place it in the confidential waste bin or shred it. Never put documents containing sensitive, personal or corporate information in the general waste bins. All sensitive documents and restricted information must be shredded.

When printing documents containing personal data, ensure that you select an appropriately located printer where you are able to retrieve your printing immediately. Do not leave personal confidential information for others to find. All photocopiers shall be cleared of printed material when working areas are unattended and at the end of the working day. Printed materials must be immediately removed from printers or fax machines. Printing physical copies should be reserved for when absolutely necessary. Documents should be viewed, shared and managed electronically whenever possible. At the end of the working day all papers should be removed from printers and photocopiers for filing or disposal.
All internal doors shall be closed and all whiteboards shall be wiped clean when working areas are unattended and at the end of the working day. Employees are required to secure all sensitive/confidential information in their workspace at the conclusion of the work day and when they expect to be away from their workspace for an extended period of time. This includes both electronic and physical hardcopy information. Always clear your workspace before leaving for extended times. Computer workstations must be locked when the desk is unoccupied and completely shut down at the end of the work day. Laptops, tablets, and other hardware devices must be removed from the desk and locked in a drawer or filing cabinet. Keys for accessing drawers or filing cabinets should not be left unattended at a desk. Filing cabinets and drawers containing sensitive information must be kept closed and locked when unattended and not in use.

Passwords must not be written down or stored anywhere in the office. Keys and physical access cards must not be left unattended.
4.2. Clear screen policy and procedures
Always be aware of the position of the screen on your workstation. For all CDGNS IT systems, computer screens should be angled away from the view of unauthorised persons. All users shall ensure that any information that is official or sensitive shall not be seen by those without a need to know. Screens shall be cleared or locked when talking to unauthorised persons.
All computer terminals shall have the auto screen saver set to activate when there is no activity for a period, suggested as no longer than 5 minutes. Users shall invoke the screen lockout for periods when they are away from their device for no longer than 45 minutes. For periods longer than 45 minutes and at the end of the working day they shall log off or shut down the device and switch off the screen.
Users shall be required to re-authenticate to unlock their screens. Always lock your desktop / laptop / tablet when leaving the workstation/desk unattended.

4.3. Training

All staff will receive training and/or be made aware of this policy. New joiners will receive training or information as part of the induction process and further training will be provided where necessary, including where there is a substantial change in the policy or procedures.

4.4. Compliance

This policy will be monitored for compliance and may include random and scheduled inspections.

4.5. Non-conformance

Failure to comply with any requirement of these policies may lead to action under the Disciplinary Policy.
5. Agreement by Home Users of CDGNS Equipment
Service users who are provided with CDGNS’s equipment such as iPads or tablet computers for home use for digital inclusion, familiarisation or training purposes must agree that they will not:

· Download any executable programs.

· Use the internet for any illegal or criminal activities.

· Send offensive or harassing material to others.

· Broadcast unsolicited personal views on social, political, religious or other matters.

· Take part in any activities on the internet that could bring CDGNS into disrepute; send or post messages or material that could damage CDGNS’s image or reputation; or create or transmit material that might be defamatory or incur liability for CDGNS.

· View, download, create or distribute any inappropriate content or material. This includes pornography, racial or religious slurs, gender-specific comments, information encouraging criminal skills or terrorism, or materials relating to cults, gambling or illegal drugs. Inappropriate content or material also covers any text, images or other media that could reasonably offend someone on the basis of race, age, sex, religious or political beliefs, national origin, disability, sexual orientation, or any other characteristic protected by law.

This Policy must be read in conjunction with the Working at Home Policy.
6. Web and Other Online Usage
6.1. Work-related access

All staff have access to the web. It is an integral part of day-to-day working especially to find information for service users. Web promotional material must be authorised by the Chief Executive Officer. All online purchases are to be authorised by the Chief Executive Officer in advance. Executable programs must not be downloaded, except with the Chief Executive Officer’s approval.

Information, blog posts and responses to posts online, including to social media websites and associated internet applications, should reflect the official view of CDGNS and should not give individuals’ personal opinions. When responding to posts, staff should ensure they are acting professionally and are not likely to damage the reputation of CDGNS.
As with other online usage staff should not use social media (Facebook, Twitter, etc.) or other applications for personal use at work except at break times. However, downloading of music and videos is permitted if it is work related e.g. for group work. CDGNS accounts should be used responsibly and material that is viewed or downloaded should be within equalities guidelines and be respectful and appropriate. 
6.2. Anti-social or unacceptable usage

There are many sources of inappropriate content and materials available online that contain or portray unsuitable material. It is important for staff and volunteers to understand that viewing or distributing inappropriate content is not acceptable under any circumstances.

Users must not:

· Use the internet for any illegal or criminal activities.

· Send offensive or harassing material to others.

· Broadcast unsolicited personal views on social, political, religious or other matters.

· Take part in any activities on the internet that could bring CDGNS into disrepute; send or post messages or material that could damage CDGNS’s image or reputation; or create or transmit material that might be defamatory or incur liability for CDGNS.

· View, download, create or distribute any inappropriate content or material. This includes pornography, racial or religious slurs, gender-specific comments, hate or discrimination, violence, information encouraging criminal skills or terrorism, or materials relating to cults, gambling or illegal drugs. Inappropriate content or material also covers any text, images or other media that could reasonably offend someone on the basis of race, age, sex, religious or political beliefs, national origin, disability, sexual orientation, or any other characteristic protected by law.

· Users must not use CDGNS email addresses to send chain emails or jokes, or to link to non-work-related websites.

Filtering systems are in place to ensure compliance with this policy. However, it may be possible to access inappropriate websites that are in breach of this policy and if you find that you have inadvertently accessed such a website, you should immediately report the matter to your line manager. Failing to comply may result in serious disciplinary action under the Disciplinary Policy.
7. Phone Usage
Mobile phones should not be called from CDGNS landline handsets. However, since COVID 19, CDGNS has provided work mobiles to help with home working; they must be used for work purposes only. There is one basic office mobile phone which must be used for all outgoing mobile phone numbers. Staff may use this CDGNS office mobile to text volunteers when necessary or for an emergency.
The CDGNS office number 0113 260 6565 should be given to anyone who may need to contact you in an emergency.
8. Security Measures
You must always lock your computer by pressing Ctrl+Alt+Delete and selecting Lock Computer, or by pressing the [Windows key]+L, when leaving your device unattended even for a very short period of time.

The use of antivirus protection is compulsory at CDGNS. All users, including any home-based users, must allow CDGNS to install and regularly update antivirus, anti-spyware and any other security software on CDGNS issued devices, and must not attempt to stop or delay antivirus scans from running.

You must not attempt to store or transmit files you know or suspect to contain viruses. If you suspect a computer virus, you must stop using the computer and inform your line manager immediately. If you receive a warning that an email contains a virus you must delete the email immediately. You must not pass this email on to anyone, not even to your manager.

CDGNS may, at any time, require access to the technology issued to you to undertake essential maintenance or security work. These activities may require the IT equipment to be taken from you. Whilst you should comply with this request, if you have any concerns about ensuring the security of any personal information relating to the request, you should contact your line manager.

CDGNS’s Physical Information Security Procedures set out the procedures for safeguarding the physical security of Technology to prevent unauthorised access to the CDGNS IT System or information. As a user of the CDGNS IT systems you are required to familiarise yourself with the Physical Information Security Procedures or discuss with your line manager. You must comply with any physical security requirements or procedures applicable to your role.
9. Incident Reporting
You must report any actual or suspected loss, theft, breach, unauthorised access or damage to your computer, including smartphone, portable device, removable media or other technology as soon as possible to your line manager and within 24 hours of becoming aware of the breach or incident, where feasible, and must follow CDGNS data security breach procedures, as found in the Data Protection Policy and the Data Security & Incident Management Procedures and Form.

If you discover or suspect a virus, immediately stop what you are doing and contact your line manager. Retain all removable media that has been connected to your computer for analysis and recovery.

You must report to your line manager all actual or suspected breaches of this Policy or any information security concern as quickly as possible.

10. Legal
Much of the data, information and IT systems within CDGNS are covered by statutory legislation including:

· The Data Protection Act 2018 and the GDPR.
· The Computer Misuse Act 1990.
· Privacy and Electronic Communications (EC Directive) (Amendment) Regulations 2011 (UK Statutory Instrument 2011 No. 1208)

All staff at CDGNS have responsibilities under this legislation and must abide by this ICT Usage Policy. Failure to comply with this Policy will be regarded as a serious matter and any breach is likely to lead to investigation and disciplinary action under the Disciplinary Policy.
11. Monitoring Compliance
CDGNS will ensuring that use of IT system and equipment are closely monitored and reported to the Management Committee.

Staff must read this Policy in conjunction with the existing information governance policies that are available on the CDGNS website https://www.crossgatesgns.org.uk and will continue to apply until they have been updated.
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