Cross Gates & District Good Neighbours’ Scheme CIO
Working with and for older people

Confidentiality & Data Protection Policy
1. General Principles

Cross Gates & District Good Neighbours’ Scheme CIO (CDGNS) is committed to providing confidential services. We believe the principle of confidentiality must be integrated across all aspects of our management and activities.
This Policy applies to all Trustees, staff and volunteers and is intended to protect their rights and those of our members, service users and clients, as well as the interests of the organisation.

Our members, service users, staff, volunteers and Trustees have the right to expect that any information they impart and that is held by CDGNS will only be used for the purpose for which it was provided, will be kept secure and will not be divulged to any third party without consent unless CDGNS is permitted or required to do so under the law.
This policy of confidentiality covers all information held by us in whatever form, such as paper records, emails, the database, computers or other devices, and external electronic storage devices, including memory sticks.
The particular considerations that additionally apply for information that falls under the General Data Protection Regulation (GDPR) and the Data Protection Act 2018 are found in Section 7 of this Policy.
2. Consent to Record, Store and Use Information
CDGNS obtains consent through the Membership Form and the online application form, which notes that details will be kept and used by CDGNS for the purposes of its operations as an older people’s charity. Consent may also be obtained when the Initial Referral/Assessment Form is completed for service users who have been referred to CDGNS from other sources, such as contract prescribers or NHS Health Teams.
At the formal assessment of a new Trustee, staff member or volunteer, they confirm that they are willing for their details to be held on the CDGNS database.

3. Sharing of Members’ or Service Users’ Information
Unless we have received their permission, CDGNS does not share information about our members or service users with other agencies or organisations. We do not make referrals to others, or share addresses, email or telephone numbers of members or service users with other members, service users or parties such as neighbours without permission.
Information is shared with volunteers in situations where this supports work with service users, such as the fact that someone has memory loss, or other details that volunteers may need to know in order to engage with people effectively and ensure their safety.

The general expectation is that written case studies and reports to management will be anonymised so that the service user cannot be identified, unless consent has been obtained for particular justifiable purposes. Monitoring information including case studies and reports that is sent to funders is anonymised unless permission has been granted to use names and/or photographs.

4. Confidentiality Procedures and Precautions
4.1. General considerations
Great care is taken in verbal discussions amongst Trustees, staff and volunteers concerning members or service users. This is not done in the public office area.
Care should be taken when using computer screens so that uninvolved people cannot see the information. A screen lock should be set up, typically to engage after 10 minutes of inactivity. When leaving a Windows computer, the screen lock may be manually engaged by holding down the Windows key and pressing “L”.

After photocopying, remove all items at once and leave nothing on the copier.
CDGNS keeps written information to a minimum (Section 4.2). All written paper records are kept in cabinets in the office area which are locked when not in use. The most sensitive records, such as staff personal files, are kept in the Manager’s office.

Registers of group attendance and other lists with details of service users’ addresses and telephone numbers are kept in folders by group leaders. These folders are kept in cabinets in the office area which are locked when not in use.
4.2. Database

CDGNS’s database is password protected and restricted to authorised users, with a hierarchy of permitted access:
· Volunteer level: basic access for data entry such as name and contact details, and group participation records, but not more personal data such as health records.
· Staff level: enhanced access, including for monitoring and evaluation purposes, and including health records relevant to their duties.
· Administrator level: for adding new members or service users and full administration access, Administrator level is limited to the Manager and the Data Controller of CDGNS or their authorised deputy.

There is a general intention within CDGNS to place as much information as possible onto the database, including the scanning in of paper records which may then be destroyed securely by shredding, so as to maximise security, reduce the amount of paper records held within the office area, and facilitate compliance with the GDPR (Section 7).
4.3. External working

Trustees, staff and volunteers must not pass any information concerning CDGNS’s activities or personal information about members or service uses to anyone outside the organisation unless specific consent has been recorded or CDGNS is permitted or required to do so under the law.
Working with confidential information outside the CDGNS centre and office should only be done where absolutely necessary. When not accessing such information, it must be kept secure, for example by locking away paperwork or memory sticks when not in use and ensuring that computers and emails are protected by passwords. Ensure that computer screens cannot be overlooked, for example if working on a train.
Case notes should not be stored in staff cars and should only be taken home where unavoidable, for example if a visit is at the end of a working day or at the weekend.
5. Breaching Confidentiality
Situations where confidentiality may have to be breached may include but are not limited to:
· A person is in a life-threatening situation.
· Inaction might place them or someone else in a life-threatening situation.
· Inaction could lead to someone within CDGNS, its members or others being harmed, including through mental health, self-neglect, mistreatment, abuse or exploitation.
· Legal issues such as someone undergoing a criminal investigation.
Confidentiality will only be breached in exceptional circumstances and, where practicable, with the authority of the Manager. Each circumstance will be discussed with the Manager and the decision to break confidentiality should never be taken by a staff member or volunteer alone unless in an emergency. In the event that the Manager is unavailable, then the most senior line manager or Trustee present will make the decision.
6. Disclosure and Barring Service (DBS) Certificate Information
CDGNS’s policy is that all staff, volunteer drivers and befrienders, and volunteers with access to the database must complete an enhanced DBS check before undertaking any duties.
To carry out a DBS check, a designated staff member submits an individual’s information via an electronic service. The DBS certificate is sent directly to the individual, who is asked to present it for inspection by CDGNS. The DBS certificate number will be kept on record by CDGNS. No copy of the DBS certificate, or any other information regarding the DBS application or certificate, will be retained by CDGNS.
CDGNS’s Policy Statement on the Handling and Safekeeping of DBS Certificate Information is set out in the Appendix.
As well as a DBS check, all individuals appointed to staff positions, or as volunteer drivers or befrienders, or volunteers with access to the database will provide two written character references before any appointment is confirmed.
7. General Data Protection Regulation (GDPR)
As recognised in the Data Protection Act 2018, the GDPR (EU Regulation 2016/679) took direct effect in the UK on 25th May 2018.

In Part 1 of the Data Protection Act 2018, personal data is defined as “any information relating to an identified or identifiable living individual”.
In Article 2 of the GDPR it is stated that: “This Regulation applies to the processing of personal data wholly or partly by automated means and to the processing other than by automated means of personal data which form part of a filing system or are intended to form part of a filing system”.
7.1. The data protection principles
The GDPR is based on six principles relating to the processing of personal data:
(a) Processing must be lawful and fair
The basis for the collection, storage and use of personal data by CDGNS is our legal status as an older people’s charity. For further background, refer to the Constitution of CDGNS as a Charitable Incorporated Organisation (CIO).

The GDPR provides for certain rights of individuals in relation to their personal data: the right to be informed; the right of access; the right to rectification; the right to erasure; the right to restrict processing; the right to data portability; the right to object; and the right not to be subject to automated decision-making including profiling.

(b) Purposes of processing must be specified, explicit and legitimate
Our purposes are communicated and explained to new members or service users by means of notices in plain and accessible language that are placed in our Membership Form and Initial Referral/Assessment Form, and on our web pages, to summarise how we intend to use and manage their information.
(c) Personal data must be adequate, relevant and not excessive
CDGNS’s Membership Form and other pro-formas only request information that is necessary for the functioning of our activities, or to meet the legitimate requirements of funders or for evaluation purposes, such as information kept for research or monitoring purposes concerning equality, diversity, gender, ethnicity, religion, health, etc. that will be anonymised whenever feasible.
(d) Personal data must be accurate and kept up to date
The primary means by which personal data is monitored and processed within CDGNS is the database: see Sections 4.2 and 7.5.
(e) Personal data must be kept for no longer than is necessary
Personal data will be retained on the database for as long as the data subject remains registered as an active member or service user. A storage limitation principle will inform the disposition of personal data (see Section 7.5).
(f) Personal data must be processed in a secure manner
All information held on the CDGNS database is encrypted and access is password protected (Sections 4.2 and 7.5). Personal data that is held on paper records is kept in locked cabinets in the office area.
7.2. Special category data

Under the GDPR, some personal data that is more sensitive in nature requires a higher level of protection. The GDPR refers to these as “special categories of personal data”, meaning information about an individual’s:

· Race
· Ethnic origin
· Political opinions
· Religious or philosophical beliefs
· Trade union membership
· Genetic data
· Biometric data (where this is used for identification purposes)
· Health data
· Sex life
· Sexual orientation
CDGNS respects the higher sensitivity of such personal data by permitting database access only at Administrator or Staff level of authorisation.
Some types of personal information may be useful for evaluation, research or monitoring purposes and CDGNS may be contractually obliged to keep such data and report it from time to time to monitoring authorities or funders. Where possible, such data will be anonymised.
7.3. Data Controller

The CDGNS Management Committee will appoint a staff member as Data Controller, with general responsibility for the oversight and implementation of the GDPR under this Policy.
The Data Controller will inform and advise staff and volunteers about their obligations under the GDPR and serve as the primary contact point between CDGNS and the Information Commissioner’s Office (ICO), which is the UK’s Data Protection Authority.
The Data Controller also has responsibility for managing the CDGNS database (Section 7.5).
7.4. Consent to keep and use personal data
CDGNS seeks and records consent to keep and use personal data as a positive opt-in when new members or service users complete and sign a Membership Form, an Initial Referral/Assessment Form or an Application to become a Volunteer. Informed consent must be freely given by each individual and is not inferred from silence or inaction. Individuals are advised that they may withdraw their consent at any time.
When personal data is received from another authority or organisation about a particular data subject (such as health data from a GP or a social prescribing service), CDGNS will accept the data transfer if the referring authority or organisation is known to be GDPR compliant and to have their data subject’s consent for such transfer.

However, where necessary and appropriate CDGNS may rely on the exception provided by the Data Protection Act 2018 for support for individuals with a particular disability or medical condition, or their relatives or carers, and may carry out data processing without consent (paragraph 16 of Part 2 of Schedule 1).

For arrangements regarding the CDGNS web pages, see Section 7.7.
7.5. CDGNS database
The primary storage location for personal data and other confidential information is the database. All information on the database is encrypted for extra security. Encryption is broken only when the database is accessed by password at the appropriate authority level (Section 4).

For reasons of practicality, remote access to the database from outside the office is permitted for certain staff or volunteers, subject to appropriate password and authority level. As far as is practicable, remote workers are expected to leave all personal data on the database at the end of each session, retaining only such notes as are essential to complete their roles, and keeping such information secure.
Unless the Data Controller has identified any reasons to keep personal data for longer, if an individual ceases to be an active member or service user of CDGNS their personal data will be archived for 12 months then deleted, except that components may be anonymised and held for evaluation, research or monitoring purposes (Section 7.2).

The CDGNS database is held and backed up externally on the Cloud. This arrangement has been confirmed as GDPR compliant by the service provider.
7.6. Data protection after end of life

The ICO advises that the GDPR only applies to information that relates to an identifiable living individual and that information relating to a deceased person does not constitute personal data and therefore is not subject to the GDPR.
Upon the death of a data subject, their database entry will be tagged as “Deceased” and archived for a period of 12 months then deleted. During the archived period, access to the data, for example by relatives of the deceased or statutory authorities, may be permitted at the discretion of CDGNS’s Data Controller, if necessary after consulting with the Manager, and will require provision of an explanation of due cause.

However, it may be necessary to satisfy the requirements of funders for contractual reasons, or for the purposes of research intended to promote the common good, for CDGNS to continue to retain certain suitably anonymised data concerning equality, diversity, gender, ethnicity, religion, health, etc.

7.7. CDGNS website

The CDGNS website has an online Membership Application. There is an active link for GPs, other professionals, family members, or others to make referrals directly to CDGNS.
7.8. Personal data transfer
CDGNS will only transfer personal data to other organisations or authorities in the course of its legitimate aims and purposes and where consent has been provided by our data subjects. This latter requirement may not apply to information that has been securely anonymised; in such cases CDGNS’s general principles of confidentiality will still apply.

Before any personal data is transferred to other authorities or organisations, for example to satisfy funders’ requirements or for purposes of monitoring or research, CDGNS will confirm that the receivers are compliant with the GDPR, and that any organisations they may share the information with, whether inside or outside the European Economic Area (EEA) are also suitably compliant.

With regard to data transfer outside of the EEA, the EU-US Privacy Shield may be used to confirm GDPR compliance for US applications: this is the case for SurveyMonkey and Eventbrite, which may be accessed by CDGNS and some of its funders such as Leeds Older People’s Forum (LOPF). LOPF have confirmed to CDGNS that Moodle has updated its guidance to plug-in developers to ensure that it is GDPR compliant. Therefore CDGNS may access and use these common applications with confidence as regards data security.
7.9. Data breaches

Breaches include loss, destruction and alteration of data as well as unauthorised access. The ICO must be informed when a breach puts the rights and freedoms of an individual at serious risk, within 72 hours of the breach becoming apparent. Individuals should also be notified where this risk is high.
The Data Controller will be responsible for assessing the severity of any breach and deciding on any actions required by CDGNS, if necessary after consulting with the Manager.
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Appendix. Policy Statement
Handling and Safekeeping of DBS Certificate Information

1. General principles. As an organisation using the DBS checking service to help assess the suitability of applicants for positions of trust, CDGNS complies fully with the Code of Practice regarding the correct handling, use, storage, retention and disposal of certificates and certificate information. It also complies fully with its obligations under the General Data Protection Regulation (GDPR), the Data Protection Act 2018 and other relevant legislation pertaining to the safe handling, use, storage, retention and disposal of certificate information and has this written policy on these matters, which is available to those who wish to see it on request.

2. Storage and access. CDGNS does not store any information relating to completed DBS checks, except the DBS certificate numbers of issued certificates that have been visually verified as acceptable by CDGNS staff.

3. Handling. CDGNS retains no information relating to the DBS check process or certificates, therefore no disclosure of such information or breach of confidence is possible.

4. Usage. Certificate information is only used for the purpose of the recruitment process for staff or volunteer positions, for which the applicant’s full consent has been given.
5. Retention. Once an individual’s DBS certificate has been visually confirmed and assessed by CDGNS, all information relating to the DBS check process is deleted or destroyed by CDGNS (except as set out in 6. below).

6. Disposal. Any DBS certificate information is immediately destroyed by secure means, for example by shredding, pulping or burning. CDGNS will not keep any photocopy or other image of the certificate or any copy or representation of the contents of a certificate. However, notwithstanding the above, we may keep a record of the date of issue of a certificate, the name of the subject, the type of certificate requested, the position for which the certificate was requested, the unique reference number of the certificate and the details of the recruitment decision taken.
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